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Introduction

Pur pose

Audience

Technical support staff, security administratorgstem admiistrators an
others may have special access account privilegeiregnents compared
typical or everyday users. The fact that theseimidtrative and special acci
accounts have a higher level of access means thatimg, controlling an
monitoring these accounts is extremely important to an olveseturity
program.

The purpose of the TSSWCB Administrative/Speciatéss Practice Stand.
is to establish the rules for the creation, usejitodng, control and removal
accounts with special access privilege.

The TSSWCB Administrative/Special Access Practi@m&ard applies equa
to all individuals that have, or may require, spe@ccess privilege to a
TSSWCB Information Resources.
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Definitions Information Resources (IR): any and all computer printouts, online dis|
devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving email, browsing Véiies, or otherwis
capable of receiving, storingmanaging, or transmitting electronic c
including, but not limited to, mainframes, serversersonal compute
notebook computers, hammid computers, personal digital assistant (P
pagers, distributed processing systems, networkclatd and comper
controlled medical and laboratory equipment (i.eabedded technolog
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Additignilis the procedure
equipment, facilities, software, amthta that are designed, built, operated.
maintained to create, collect, record, processtesteetrieve, display, a
transmit information.

Information Resources Manager (IRM): Responsible to the State Béxa:
for management afhe agency’s information resources. The designatfoar
agency information resources manager is intended establish cle:
accountability for setting policy for informationesources managem
activities, provide for greater coordination of th&teagency's informatic
activities, and ensure greater visibility of sudativaties within and betwee
state agencies. THRM has been given the authority and the accoulitiably
the State of Texas to implement Security PoliciBsgcedures, Practi
Standards, and Guidelines to protect the InformaResources of the ager
If an agency does not designate &M, the title defaults to the agenc
Executive Director, and the Executive Director ésponsible for adhering
the duties and requirements of an IRM.

Information Security Officer (1SO): Responsible to the execut
management for administering the information séguitinction within th
agency. The ISO is the agency’s internal and eatguoint of contact for a
information security matters.

Information Services (1S): The name of the agency department respor
for computers, networking and data management.

Security Administrator: The person charged with monitoring
implementing security cordls and procedures for a system. Whereas
agency will have one Information Security Officeghnical management nr
designate a number of security administrators.

System Administrator: Person responsible for the effective operation
maintenance folR, including implementation of standard procesturan
controls, to enforce an organization’s securityiqol

Abuse of Privilege: When a user willfully performs an action prohikiitby
organizational policy or law, even if techaiccontrols are insufficient
prevent the user from performing the action.

Vendor: someone who exchanges goods or services for money
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Administrative/
Special Access Policy

TSSWCB departments must submit to IS a list of adstriative contac
for their systems that are connected to the TSSWei#ork.

All users must sign the TSSWCB Information Resosircgecurit
Acknowledgement agreement before access is givan &xcount.

All users of Administrative/Special access accoumisst have accoL
management instructions, documentation, trainind,authorization.

Each individual that uses Administrative/Speciatess accounts mi
refrain from abuse of privilege and mumily do investigations under 1
direction of the 1SO.

Each individual that useAdministrative/Special access accounts mus
the account privilege most appropriate with workngeperformed (i.e
user account vs. administrator account).

Each accont used for administrative/special access mustt ntbe
TSSWCB Password Policy.

The password for a shared administrator/speciabsac@account mt
change when an individual with the password leavesdepartment or t
TSSWCB,or upon a change in theendor personnel assigned to
TSSWCB contract.

In the case where a system has only one admimistthére must be
password escrow procedure in place so that sometimer than th
administrator can gain access to the administeatoount in an enngency
situation.

When Special Access accounts are needed for Interriaxternal Audit
software development, software installation, oeottiefined need, they:

« must be authorized
+ must be created with a specific expiration date
+ must be removed when work is complete

Disciplinary Actions Violation of this policy may result in disciplinargction which may incluc
termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or cotesus; dismissal for interns &
volunteers; or suspension or expulsion in the edsg student. Additionall
individuals are subject to loss of TSSWCB InforroatiResources acci
privileges, civil, and criminal prosecution.
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Supporting
Infor mation

Reference #
1

2

This Security Policy is supported by the following Security Policy
Standards.

Policy Standard detail

IR Security controls must not be bypassed or dézhbl

Security awareness of personnel must be contingaliphasized, reinforce
updated and validated.

All personnel are responsible for managing ther oIR and are accounta
for their actions relating to IR security. Persdrame also equally respsible
for reporting any suspected or confirmed violatiarfs this policy to th
appropriate management.

Passwords, Personal Identification NumbePdN], Security Tokens (i.
Smartcard), and other computer systems securityepoes and dices sha
be protected by the individual user from use bydisclosure to, any oth
individual or organization. All security violationshall be reported to t
custodian or owner department management.

Access to, change to, and use of IR musttietly secured. Information acct
authority for each user must be reviewed on a ezdudsis, as well as each
status change such as: a transfer, promotion, damobr termination ¢
service.

The use of IR must be for officially authorized imess purposes only. Thert
no guarantee of personal privacy or access to galh as, but not limited
email, Web browsing, and other electronic discussamls. The use of the
electronic communications tools may be monitoredfuifill complaint or
investigation requirements. Departments responsfble the custody ar
operation of computers (custodian departments) bealesponsible for prog
authorization of IR utilization, the establishmefieffective use, and reporti
of performance to management.

Any data used in an IR system must be kept cortialeand secure by tl
user. The fact that the data may be stored eléctibyn does not change t
requirement to keep the information confitlal and secure. Rather, the typ
information or the information itself is the basis determining whether tl
data must be kept confidential and secure. Furtbieiifi this data is stored ir
paper or electronic format, or if the data is cdpipiinted, or electronical
transmitted the data must still be protected asidential and secured.
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Supporting
Infor mation,
continued

Reference #

9

16

17

References

This Security Policy is supported by the following Security Policy
Standards.

Policy Standard detail

On termination of the relationship with the agensers must surrender
property and IR managed by the agency. All secuynithcies for IR apply t
and remain in force in the event of a terminatekhti@nship until suc
surrender is made. Further, this policy survivestémminated relationship.

Custodian departments must provide adequate aamedsols in order 1
monitor systems to protect data and programs frasuse in accordance w
the needs defined by owner departments. Accessheysbperly documente
authorized and controlled.

All departments must carefully assess the risk wéuthorized alteratio
unauthorized disclosure, or loss of the data foickvithey are responsible ¢
ensure, through the use of monitoring systemg, tti& agency is protect
from damage, monetary or otherwise. Owner and distodepartments mi
have appropriate backup and contingency plansifaster recovery based
risk assessment and business requirements.

Copyright Act of 1976

Foreign Corrupt Practices Act of 1977

Computer Fraud and Abuse Act of 1986

Computer Security Act of 1987

The Health Insurance Portability and Accountabiitt of 1996 (HIPAA)
The State of Texas Information Act

Texas Government Code, Section 441

Texas Administrative Code, Chapter 202

IRM Act, 2054.075(b)

The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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